[PRIVATE & CONFIDENTIAL]
Date: January 22, 2021

Regional School District 13

135A Pickett Ln.Durham

CT 06422

United States By Email (dataprivacy@rsd13.org & kpietrasko@rsd13.orq)

ATTN: Kenneth C. Pietrasko, Director of Information Technology
Dear Sir,

RE: AGREEMENT BETWEEN REGIONAL SCHOOL DISTRICT 13 AND 123RF LIMITED
DATED 15 SEPTEMBER 2020 (“AGREEMENT”)

NOTICE OF DATA BREACH

(All defined terms stated therein in this letter shall bear the same meanings under the
Agreement.)

We, Inmagine Lab Pte. Ltd. as the new legal and beneficial owner of PixIr at https://pixIr.com/ are
writing to formally give you notice of a data breach incident.

What Happened?
We learned about the data breach on 18 January 2021 and upon extensive internal
inquiries, we are able to conclude on the following:
e The source of the data breach was traced to unauthorized access at our backup
database where basic information of our registered users were copied.
e We suspect the data breach occurred on 7 October 2020.
e An estimated figure of 1.9 million users were affected.
e 6 registered users from Regional School District 13 with the domain name of
rsd13.org are affected.

What Information Was Involved?
The copied information only involved:
e Email addresses
e Strongly encrypted hashes of the password

What We Are Doing?
e We are actively notifying the affected users to work with them to remedy the

situation.
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e We have identified the steps required to mitigate the incident and are taking
preventive measures to avoid a further occurrence of this incident.

e At present, we are proactively responding to all the queries posted by our
registered users in relation to the data breach.

What You Can Do?
e Rest assured, Pixlr and its systems are now secure as we have incorporated
additional security measures.
e All the passwords were well secured with cryptographic encryption, however as an
additional precaution you may request the 6 affected users to reset their password.
Please note that no other information were copied or exposed.

For More Information
For more information, you may contact us at legal@pixIr.com and we will assist you.

We are deeply sorry for the alarm and concern that this may have caused you. At Pixlr, we are
committed to building a creative platform that promotes creativity at all levels of society. Education
is a very important aspect in everything that we do, and we hope that we may continue to provide
PixIr for your Educators and Students, despite receiving this unwelcomed piece of news.

If there is anything at all we can do to help make this right, please let us know!

We thank you for your support all this time and look forward to serving you better.

Thank you.

Sincerest apologies,

Name: Alex P'ng
Designation: Chief Operating Officer
For INMAGINE LAB PTE. LTD.
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